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Introduction

7

Over the past few years there has been an in
response to the significant growth in algorithmic trading globally.

Regulators note concerns over how the of
markets has heightened the risks associated with trading activity.

As the regulatory environment continues to take shape in the UK, especially with
the introduction of MIiFID II and the publications by the PRA, FCA and FMSB, it is
vital to be able to build an appropriate to
manage the risks inherent in algorithmic trading and to comply with the new
regulatory requirements.
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1. Regulatory
Overview
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Regulatory Landscape - Selected Global View
Over the past few years there has been a surge of regulatory activity in response to
the significant increase in electronic and algorithmic trading globally

G

. IOS(_ZO Consultation and Task Force Reports L > » FINMA Circular 2013/08 & Code of Conduct
(various) ' « BaFin Circular 06/2013 (BA) - Requirements
+ FX Global Code of Conduct (2017) for Systems and Controls for Algorithmic

Trading of Institutions
» BaFin High Frequency Trading Act
+ Market Abuse Regulation (2016)
« MIFID II (2018)

v
.

« FCA Market Conduct Sourcebook Chapter 7A
« PRA Supervisory Statement 05/18

« FCA Review (2018) : : <-|_ ‘ Hong Kong

» FMSB Statement of Good Practice L Y HK SFC Code of Conduct Licensed with the
SFC, paragraph 18

| « HK SFC Consultation Conclusions on the
@ North America LA Regulation of Electronic Trading (2013)
SEC Rule 15¢3-5 Market Conduct + HK SFC Guidelines for the Regulation of

Automated Trading Services (2016)
* FINRA Regulatory Notice 15-09; 16-21
+ CSA National Instrument 23-103: Electronic

+ IIROC Notice on Provisions Respecting Electronic ] ]
Trading (2012) + Singapore MAS Technology Risk Management

- CFTC Regulation AT (proposed) Guidelines (2013)

Regulatory reviews have focused on the following thematic areas:

Testing & Algorithm ° °
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Regulatory Landscape - UK Focus
Key Requirements — MiFID II and recent publications by FCA and PRA

Principle

Testing and
Deployment

Algorithm
Controls

Monitoring

Documentation

MiIiFID II: RTS 6

» Clear lines of accountability

» Segregation between 1LOD & 2LOD

Pre-deployment

» Testing and approval prior to
deployment

Post-deployment

« Annual self assessment
+ Stress testing
« Material change management

 Kill switches

» Pre-trade controls
» Post-trade controls
* Etc

* Real Time monitoring
« Automated Surveillance

* Governance Arrangement
« Records of Material Changes

» Testing and deployment methodology

FCA Review

» Skills & knowledge of 2LOD and
Senior Management

* Process to identify all algorithms

Development & Testing

« Comprehensive review and
approval process

» Must consider market conduct
Material Changes

» Appropriate process to define
and identify material changes

+ Maintain appropriate risk controls
« Limits tailored to the type of
trading activity

* Regular review of limits &
breaches

« Surveillance in terms of MAR

» Monitoring and surveillance
tailored to algo trading activity

« Algorithm inventory

« Comprehensive audit trail of
deployment process
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PRA Supervisory Statement

Management body to maintain
understanding of algo trading

Regular review of documentation

Testing by independent team

All 2LOD’s to sign off on the risks
relevant to that function

Periodic re-validation of
algorithms and controls

Algo trading to be consistent with
firm’s risk appetite

Risk mitigation plan for control
failure

Internal audit review of algo
trading

Assess intra-day risk exposures

Algorithmic trading policy
Controls and Algorithm inventory
Kill switch procedure



2. Building a Control
Framework
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Building a Strong Control Framework
Key factors which underpin a strong control framework

1. Consistency of
Definitions

2. Comprehensive
Inventories

3. Policies &
Documentation

4. Audit Trail

5. 2nd |ine Challenge
throughout the
framework

Defining the term “algorithm” and types of algorithms
Single, firm-wide definitions of key terms to drive consistency

A centralised inventory of algorithms and controls
It is vital to ensure that all inventories are regularly reviewed and up to date

Detailed policies and procedures which are regularly reviewed
Developing a global algorithmic trading policy to bring together the various aspects of
the framework

®©® ®© O

A detailed and standardised audit trail
Good audit trail is crucial to allow for sufficient challenge by the 2" and 3 line

Roles & responsibilities of the 2" line of defence should be clearly defined
2nd Jine should be empowered and sufficiently independent to challenge the 1st @
line
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Building a Strong Control Framework (continued)
Key factors which underpin a strong control framework

+ Well resourced and sufficiently skilled 2" and 3 line functions are crucial to
6. Skills & Resourcing be able to appropriately challenge the 1st line
of 2"d and 3" lines

* Senior management must oversee algorithmic trading activity

) * Algorithmic trading should be regularly discussed in senior level meetings (e.g. é
7. Senior Management board of directors)

oversight

There should a means to disseminate information to all stakeholders:
« A single body which oversees algorithmic trading activity @

8. Communication & « Lower level (regional / asset class / product) level governance structures
Governance Structure

* Regular training to communicate important information and ensure staff are they
are equipped with the necessary knowledge and skillsets @

Examples include:

+ Separate team to perform certain testing @
« 2" |ine to approve launch of new algorithms / material changes

« 2" |ine approval of changes to limits

10. Segregation of
duties
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3. Example Control
Framework
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Control Framework Overview
Illustrative 3 LOD Algorithm Control Framework incorporating regulatory
requirements and industry best practice

Board/Senior Management

( Approval of Framework )

: Testing & @ Algorithm S .

Identification of

. Algo Risk Assessment Pre-trade controls Algorithm Inventory
algorithms
Assign S.er.u.or Manager Testing before Kill-switch testing Trade and Order
Responsibility deployment records
. . . Deployment &
Desk & IT Training Conformance testing System Security Change Audit Trail
. Identify material Business Continuity IT Policy & Kill-
1st Line Conduct Training changes Testing Switch Procedure -~
. . . Periodic testing of Change Management [y
Documentation Review Stress testing controls Policy °
=
Oversight Forums Periodic re-validation Post-trade controls Real-time monitoring Control Inventory g
Assighment of Setting & Review of . g
Authority Deployment Approval Limits MAR Surveillance Risk Control Policy 3
Training on Algorithmic  Material Change Authorising control Assess Intra-day ASA Validation ?
Trading Approval tests & results exposures Report Q
)
2nd Line Documentation Review Monitor limit breaches ol
0
<

MIFID II Annual Self Assessment (ASA) Validation

2nd line Challenge throughout

Audit of Algorithmic Trading Framework Audit Plan

3rd Line Risk Assessments

MiIFID II Annual Self Assessment (ASA) Audit

Reporting
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Control Framework Overview (cont.)
Deep-dive on example 2 LOD Algorithm Control Framework

Attendance of Oversight / Governance Forums

q Operational

@ Governance

Training on Algorithmic Trading

Approval of algorithms prior to deployment Model Validation

Conceptual
Soundness Review

Testing &

Deployment Approval of Material Changes

Periodic Algorithm re-validation*

Definition of compulsory key algorithm controls

Algorithm
Controls Approval of test cases & results

Setting & Regular Review of Limits

Review and action of limit breaches
MAR

Surveillance Approve Kill- - itori
Switch Testing Intra-day risk monitoring

Input into development of overall algorithmic trading policy

Development of Risk Control Policy

Periodic Review of Risk Assessment documentation

*Regulatory guidance does not specify where the responsibility should sit and this could be suitable in any second line function
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Example Governance Framework
Example governance structure for oversight of algorithms. Whilst we present an
interface with Equities this structure may sit across asset classes.

Key Tasks and Agenda Items

Audit Committee Audit Committee

+ « Key algorithmic trading risks

« Regulatory findings and status of remedial action plans
Board of Directors
T Board of Directors

Risk Committee - Define strategic objectives for algorithmic trading
» Status of remediation plans

Representation Risk Committee

from all 1LOD, o . . . .
2LOD, 3LOD * Monitoring of key algorithmic trading risks

and SM

Management
Bodies

Algorithm Steering Committee

Global - All Asset Classes

| | Operational, Algorithm Steering Committee
Credit,
- . . . . . Market and * Monitor and compliance with algorithmic trading policy
Global Global  Global Equities Risk Model Risk * Monitoring status of remedial action plans
Equities Equities Forums + Review of key metrics and incidents
Business Compliance . Etc
forum Forum

® 0 i
c9
o+ Includes all « Algorithm Inventory and documentation review
& - Derivatives ;Ell_lg\é)athLOD - Review of material changes
o W functions « Limit breaches
Business Level Governance Forums « Etc
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Example Controls & Monitoring
Example flow for algorithm controls and monitoring for an execution algorithm

4 N
. Execution Algorithm
Fails pre-trade controls Pre-Trade Controls:
Trade Generate Orders Send Orders « Price, quantity, throttling etc
Capture » Impermissible products checks
Systems oY Passes 0 + Pre-trade risk checks
=) O+
3 L pre- S o0
Order entry g5 trade Tan
oo oo T
) w2 controls 5 e N
Clients Client Post Trade Controls:
Interface Messages ost Trade Controls:
T : + Intra-day risk
Real-time . L .
Fails pre-trade controls + reconciliation * Real-time reconciliation of trading
records
‘ -
l Monitoring for signs of disorderly
v v v :
. A ( . ) market — examples could be:
Real-time Intra-day limit Surveillance Risk limits .
monitoring breaches * Market impact
7% + “Run-away algo” checks
Traders
Compliance - /
4 N
Risk Mgt .
W Automated Surveillance
« Surveillance for suspicious
" . ) . P
l trading activity
v » Alerts available a minimum of
Alerts Alerts T+1
Inventory Inventory
& J
- /
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4. Conclusion
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Conclusion
Key takeaways to be successful

« Significant regulatory focus in the coming years
Senior Management

Awareness & Oversight - An appropriate control framework should be a priority

« Should be regularly on agenda of senior management

 Crucial to obtain the buy-in of business, technology, 2LOD and 3LOD
Stakeholder buy-in « Education and awareness of strategic goals
 All need to be working towards the same objective

« 2nd |ine’s role needs to be defined

e
2" line involvement « 2LOD involvement needs to be pervasive throughout the control

framework

- 2nd and 3 line need to be sufficiently skilled and resourced

Skills & Resourcing

* Need to commit appropriate funding to remedial actions
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